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Abstract— The rapid adoption of cloud computing
has enabled organizations to store and manage large
volumes of sensitive information using scalable and
cost-effective infrastructure. However, storing
biometric data such as fingerprint templates in cloud
environments introduces significant security and
privacy concerns due to the risk of unauthorized
access and identity theft. This paper presents a
secure crypto-biometric authentication framework
designed to protect biometric templates while
maintaining reliable user verification in cloud-based
systems. The proposed framework employs a
Hidden Markov Model (HMM) to extract distinctive
fingerprint  features, followed by Principal
Component Analysis (PCA) to eliminate redundant
information and retain the most discriminative
features. The selected feature vectors are
transformed into encrypted biometric templates
using BCH encoding and cryptographic key
generation techniques before being stored in the
cloud. A Gaussian Mixture Model (GMM) is
subsequently utilized to train the protected biometric
representations and support accurate authentication
during the verification phase. Instead of comparing
raw fingerprint images, the system performs
matching on encrypted templates, thereby
preventing the exposure of sensitive biometric
information even if cloud storage is compromised.
Experimental implementation using a fingerprint
dataset demonstrates successful enrollment, secure
template  generation, and reliable identity
verification while significantly enhancing template
confidentiality and resistance to unauthorized
access. The proposed framework provides an
effective solution for privacy-preserving biometric
authentication in cloud computing environments by
integrating feature optimization, cryptographic
protection, and statistical pattern recognition into a
unified security architecture.
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LINTRODUCTION
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The widespread adoption of cloud computing has
transformed the way organizations store, manage,
and process digital information by providing
scalable infrastructure, flexible resource allocation,
and cost-effective computing services. Cloud
platforms enable enterprises to access computing
resources on demand while reducing investments in
hardware and maintenance [1]. Despite these
advantages, the migration of sensitive information to
cloud environments has introduced significant
concerns regarding data confidentiality, integrity,
and unauthorized access. Among the different
categories of sensitive information, biometric data
such as fingerprint templates require a higher level
of protection because they represent permanent
personal identifiers that cannot be replaced once
compromised. As a result, ensuring the secure
storage and authentication of biometric information
in cloud environments has become an important
research challenge [3].

Biometric authentication has gained widespread
acceptance because it provides a reliable means of
verifying individual identity using unique
physiological characteristics such as fingerprints,
iris patterns, facial features, and voice traits. Among
these modalities, fingerprint recognition remains
one of the most commonly adopted techniques due
to its uniqueness, permanence, and ease of
acquisition [8]. However, conventional biometric
authentication systems generally store fingerprint
templates in their original or partially processed
form, making them vulnerable to database breaches,
insider attacks, and template reconstruction. Once
biometric information is stolen, it cannot be reissued
like passwords or security tokens, making template
protection a critical requirement for secure
authentication systems operating in cloud
environments [9].

To address these security concerns, researchers have
investigated  crypto-biometric techniques that
combine biometric recognition with cryptographic
mechanisms to protect sensitive templates. Instead
of storing raw biometric data, crypto-biometric
systems transform extracted biometric features into
secure  encoded  representations  that are
computationally difficult to reconstruct [13]. Feature
extraction methods such as the Hidden Markov
Model (HMM) effectively capture the distinctive
characteristics of fingerprint images, while
dimensionality reduction techniques such as
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Principal Component Analysis (PCA) retain only the
most discriminative information. The resulting
feature vectors can then be encrypted using BCH
encoding and cryptographic key generation,
ensuring that the original biometric templates
remain protected even if cloud storage is
compromised. Statistical learning approaches such
as Gaussian Mixture Models (GMM) further
improve authentication performance by accurately
modeling encrypted biometric features during the
enrollment and verification processes [15].

The proposed system presents a secure crypto-
biometric framework for cloud computing that
integrates fingerprint feature extraction, feature
optimization, biometric template encryption, and
secure user verification within a unified
authentication architecture. The framework employs
Hidden Markov Models for feature extraction,
Principal Component Analysis for feature selection,
BCH encoding for biometric template protection,
and Gaussian Mixture Models for training and
verification [17]. During authentication, encrypted
templates are compared instead of raw fingerprint
images, significantly reducing the risk of identity
theft and unauthorized access. Experimental
implementation using a fingerprint database
demonstrates successful biometric enrollment,
encrypted template generation, secure cloud storage,
and reliable identity verification. The proposed
approach enhances both the security and privacy of
cloud-based biometric  authentication  while
providing an efficient and scalable solution for
protecting sensitive biometric information in
modern cloud computing environments [13].

ILRELATED WORK

N. K. Ratha, J. H. Connell, and R. M. Bolle (2001)
investigated the security challenges associated with
biometric authentication systems and proposed
several approaches for protecting biometric
templates from unauthorized access and misuse [8].
Their study emphasized that conventional
authentication methods become vulnerable when
biometric data are stored in plain form because
compromised templates cannot be revoked or
replaced like passwords. The authors analyzed
various attack scenarios and discussed techniques to
enhance the confidentiality and integrity of
biometric information while preserving
authentication performance. Their work highlighted
the importance of integrating security mechanisms
with biometric recognition to prevent identity theft
and template reconstruction attacks. The research
established a strong foundation for the development
of secure biometric authentication frameworks by
demonstrating that template protection is a critical
requirement in applications involving sensitive
personal information, particularly in distributed and
cloud-based computing environments where data
security remains a major concern.
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K. Jain, K. Nandakumar, and A. Nagar (2008)
presented an extensive survey on biometric template
security, focusing on techniques designed to
safeguard biometric information against theft,
duplication, and unauthorized reconstruction [9].
The study examined different protection schemes,
including  cancelable  biometrics,  biometric
cryptosystems, and secure template transformation
methods, while evaluating their effectiveness in
maintaining authentication accuracy. The authors
explained that an ideal biometric protection
framework should satisfy important security
properties such as irreversibility, revocability, and
diversity without reducing recognition performance.
Their research also identified several open
challenges in balancing privacy preservation with
system reliability, particularly in large-scale
authentication systems. The findings demonstrated
that robust template protection mechanisms are
essential for deploying secure biometric applications
across cloud infrastructures and enterprise
environments, where maintaining both user privacy
and authentication accuracy is necessary for
dependable access control and identity management.

Juels and M. Wattenberg (1999) introduced the
Fuzzy Commitment Scheme as an innovative
cryptographic approach for securing biometric
authentication systems against unauthorized access
and template disclosure [11]. Their method
combines biometric features with error-correcting
codes to generate protected templates capable of
tolerating natural variations in biometric samples
during authentication. Instead of storing the original
biometric information, the proposed scheme stores
encrypted data that cannot easily reveal the
underlying biometric characteristics. The authors
demonstrated that the framework provides reliable
verification while significantly improving privacy
and resistance to template reconstruction attacks.
Their contribution established an important
connection between cryptography and biometrics by
showing that secure authentication can be achieved
without exposing sensitive user information. The
proposed concept has since become one of the most
influential template protection techniques and serves
as the foundation for many modern crypto-biometric
authentication systems deployed in secure cloud
environments.

L. E. Baum, T. Petrie, G. Soules, and N. Weiss
(1970) proposed the Baum—Welch algorithm for
estimating the parameters of Hidden Markov
Models (HMMs), providing a powerful statistical
approach for modeling sequential data and
probabilistic patterns [15]. Although originally
developed for stochastic processes, the algorithm
has found extensive applications in pattern
recognition, speech processing, handwriting
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analysis, and biometric authentication. In biometric
systems, Hidden Markov Models effectively capture
distinctive characteristics from fingerprint images
by modeling feature sequences and improving the
representation of biometric patterns. The authors
demonstrated that iterative parameter estimation
significantly enhances model performance and
recognition capability. Their contribution has
become a fundamental component of numerous
feature extraction techniques used in modern
biometric authentication systems. The statistical
framework introduced in this work continues to
support secure and accurate identity verification by
enabling reliable extraction of discriminative
biometric features from complex datasets.

F. Hao, R. Anderson, and J. Daugman (2006)
examined the integration of cryptographic methods
with biometric authentication to improve the
security and privacy of identity verification systems
[13]. Their research focused on generating protected
biometric templates that could be wused for
authentication without revealing the original
biometric information. The authors demonstrated
that combining cryptographic techniques with
biometric recognition reduces the risk of template
theft, replay attacks, and unauthorized duplication
while preserving verification accuracy. The
proposed framework also addressed the challenge of
securely managing biometric data across distributed
computing environments by preventing attackers
from reconstructing sensitive biometric features.
Their findings emphasized that crypto-biometric
systems  provide stronger protection than
conventional biometric authentication methods
while maintaining practical usability. This work has
significantly influenced the design of secure
biometric authentication frameworks for cloud
computing, where safeguarding sensitive user
identities remains one of the primary security
objectives.

III.DATASET DETAILS

The proposed secure crypto-biometric
authentication system is implemented using a
fingerprint biometric dataset containing fingerprint
images collected from 10 different individuals. Each
individual is represented by a separate folder
comprising multiple fingerprint samples, which are
used during the enrollment and verification stages of
the authentication process. The dataset provides
sufficient biometric diversity to evaluate the
effectiveness of the proposed security framework
while ensuring reliable identity recognition. Instead
of storing raw fingerprint images in the cloud, the
system transforms the extracted biometric
information into protected templates, thereby
preserving user privacy and minimizing the risk of
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biometric data theft. The structured organization of
the fingerprint dataset enables systematic
processing, secure template generation, and efficient
authentication within the cloud environment.
Before authentication, the fingerprint images
undergo a sequence of preprocessing operations.
Hidden Markov Models (HMM) are employed to
extract distinctive fingerprint features, after which
Principal Component Analysis (PCA) reduces the
original 784 extracted features to 60 optimized
features by eliminating redundant information. The
selected features are then protected using BCH
encoding and cryptographic key generation
techniques to create encrypted biometric templates
suitable for secure cloud storage. Finally, Gaussian
Mixture Models (GMM) are used to train the
protected templates, enabling accurate verification
without exposing the original fingerprint images.
During testing, uploaded fingerprint samples follow
the same processing pipeline, and authentication is
performed by matching encrypted templates rather
than raw biometric data. This dataset effectively
supports secure biometric authentication while
improving privacy, template protection, and cloud-
based identity management.

IV.PROPOSED METHODOLOGY

The proposed framework introduces a secure crypto-
biometric  authentication system for cloud
computing that combines biometric recognition with
cryptographic ~ protection to  ensure  the
confidentiality and integrity of fingerprint templates
stored in cloud environments. The primary objective
of the system is to provide reliable user
authentication while preventing unauthorized access
to sensitive biometric information. Instead of storing
original fingerprint images, the proposed framework
generates encrypted biometric templates that can be
securely maintained in cloud storage without
exposing personal identity information. The
authentication architecture integrates Hidden
Markov Model (HMM)-based feature extraction,
Principal Component Analysis (PCA) for feature
optimization, BCH encoding for template
protection, and Gaussian Mixture Model (GMM)
training to achieve secure and efficient biometric
verification. The system is designed to support
secure enrollment, encrypted template generation,
cloud storage, and user verification through a unified
authentication process.

The methodology begins with uploading a
fingerprint biometric database containing samples
collected from multiple users. During preprocessing,
each fingerprint image is analyzed using the Hidden
Markov Model (HMM) to extract distinctive
biometric characteristics required for authentication.
Since the extracted feature vectors initially contain a
large number of attributes, Principal Component
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Analysis (PCA) is applied to eliminate redundant
information and retain only the most discriminative
features. The optimized feature vectors are
subsequently encrypted using BCH encoding
together with a cryptographic key, producing
protected biometric templates that cannot be easily
reconstructed by attackers. These encrypted
templates are stored in the cloud instead of raw
fingerprint images, thereby significantly improving
the security and privacy of the biometric database.
The preprocessing pipeline reduces computational
complexity while strengthening resistance against
template reconstruction and unauthorized access.
Following template generation, the protected
biometric data are used to train a Gaussian Mixture
Model (GMM), which Ilearns the statistical
distribution of encrypted fingerprint features for
each enrolled individual. During the verification
stage, a test fingerprint undergoes the same sequence
of feature extraction, dimensionality reduction, and
encryption before being compared with the trained
encrypted templates stored in the cloud.
Authentication is granted only when the similarity
between the generated encrypted template and the
corresponding  stored template satisfies the
verification criteria. Since the verification process
operates  entirely on  encrypted feature
representations, the original biometric information
remains protected throughout authentication.
Experimental implementation demonstrates
successful fingerprint enrollment, secure template
generation, encrypted cloud storage, and reliable
identity verification, indicating that the proposed
framework provides an effective solution for
privacy-preserving biometric authentication in
modern cloud computing environments.

CLOUD STORAGE
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Figure 1: System Architecture of the Proposed
Secure Crypto-Biometric Authentication System
for Cloud Computing

Figure 1 illustrates the workflow of the proposed
secure crypto-biometric authentication system
developed for cloud computing environments. The
architecture consists of two major stages:
enrollment and verification. During enrollment,
the fingerprint database is uploaded, and Hidden
Markov Model (HMM) is applied to extract
significant fingerprint features. Principal
Component Analysis (PCA) is then used to reduce

www.ijesat.com

the feature dimensions by selecting the most
relevant attributes. The optimized feature vectors are
encrypted using BCH encoding and a cryptographic
key before being stored securely in the cloud. These
protected templates are subsequently trained using a
Gaussian Mixture Model (GMM) to create reliable
biometric profiles. During verification, the input
fingerprint undergoes the same processing sequence,
and the encrypted template is compared with the
trained model to calculate a matching score. If the
similarity score satisfies the predefined threshold,
authentication is granted; otherwise, access is
denied. This architecture enhances biometric
privacy, secures cloud-stored templates, and ensures
accurate and dependable user authentication.

V.RESULT AND DISCUSSION

The secure crypto-biometric authentication system
was experimentally evaluated using a fingerprint
database consisting of biometric samples collected
from multiple registered users. The developed
application successfully executed every stage of the
authentication process, including fingerprint
database upload, feature extraction, feature
selection, template encryption, model training, and
user verification through a single integrated
framework. During experimentation, fingerprint
images were processed using the Hidden Markov
Model (HMM) to extract representative biometric
features. The extracted feature vectors initially
contained 784 attributes, which were subsequently
reduced to 60 optimized features using Principal
Component Analysis (PCA). This dimensionality
reduction minimized redundant information while
preserving the unique characteristics required for
accurate fingerprint recognition. The optimized
feature vectors were then encrypted using BCH
encoding and a cryptographic key, producing
protected biometric templates suitable for secure
cloud storage. These encrypted templates ensured
that sensitive fingerprint information was never
stored in its original form, thereby strengthening
privacy and reducing the possibility of unauthorized
template reconstruction.

Following template generation, the encrypted
biometric features were used to train a Gaussian
Mixture Model (GMM), enabling the system to
establish reliable statistical representations for each
enrolled user. During the verification stage, an
unknown fingerprint sample underwent the same
sequence of preprocessing operations before being
compared with the trained encrypted templates.
Authentication was granted only when the computed
similarity score exceeded the predefined threshold;
otherwise, access was denied. Experimental
observations confirmed that the proposed
framework consistently performed secure user
verification while protecting biometric information
throughout enrollment, storage, and authentication.

Vol 26 Issue 07, July 2026

Page 1364 of 1367



ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

The obtained results demonstrate that integrating
HMM, PCA, BCH encoding, and GMM provides an
efficient and dependable solution for privacy-
preserving biometric authentication in cloud
computing environments, offering enhanced
template security, reliable identity verification, and
improved protection against unauthorized access.

Total features available in templates before applying PCA features selection: 784

Total features available in templates after applying PCA features selection: 60
Encoder features after encrypting with KEY

J([2.63802830e-01 8.24524260e+00 1.43784273e+01 ... 1.08458743¢-03
9.97477217e-03 5.36250746e-02]
[1.71283375¢-01 2.03383742¢+00 1.09089831e+00 ... 2.42963284¢-04
3.20260584e-01 1.68396323e+00]
[2.83106140e+00 3.70979701e-01 1.85794784e+01 ... 1.16537435e-01
2.10384120e-01 4.22871674e-02]

[1.14777034e+00 1.34051896e+00 1.77310827e+00 ... 1.03778025¢e-01
2.38681095¢-03 1.76444676e+00]
[8.22948636e+00 8.68469674e+00 4.98177554e+00 ... 7.90211103e-01
1.01908795¢e-01 3.23612959¢-03]
[1.08429762¢-02 5.19469865¢+00 3.16187155¢+00 ... 1.22398356e+00
1.48468684e-01 4.65627118e-01]]

Figure 2: Feature Selection and Encrypted
Biometric Template Generation

Figure 2 illustrates the output generated after
applying Principal Component Analysis (PCA) and
biometric template encryption. Initially, each
fingerprint template contains 784 extracted features
obtained through the Hidden Markov Model
(HMM)-based feature extraction process. To
eliminate redundant information and reduce
computational complexity, PCA is applied, reducing
the feature vector from 784 features to 60 optimized
features while preserving the most discriminative
fingerprint characteristics. Following feature
optimization, the selected feature vector is encrypted
using BCH encoding together with a cryptographic
key to generate a secure biometric template. The
numerical values displayed in the figure represent
the encrypted feature vectors rather than the original
fingerprint data. These protected templates are
stored in the cloud and later used for authentication,
preventing attackers from reconstructing the original
biometric information even if the cloud database is
compromised. This process enhances data
confidentiality, minimizes storage requirements,
improves authentication efficiency, and strengthens
the overall security of the proposed cloud-based
crypto-biometric authentication framework.

7 Biometric template belongs to person : 4 - u] X

Biomét}fgtémplote belongé to pe;;)r{: 4

Figure 3: Fingerprint Verification Result
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Figure 3 illustrates the final verification stage of the
proposed secure crypto-biometric authentication
system. After the uploaded fingerprint image
undergoes feature extraction using the Hidden
Markov Model (HMM), feature optimization
through Principal Component Analysis (PCA), and
biometric template encryption using BCH encoding,
the generated encrypted template is compared with
the trained Gaussian Mixture Model (GMM). The
verification result displayed in the figure confirms
that the uploaded fingerprint belongs to Person 4,
indicating that the generated encrypted template
successfully matches the corresponding biometric
profile stored in the cloud. Authentication is granted
only when the similarity score exceeds the
predefined threshold, ensuring reliable identity
verification while maintaining data security.
Throughout the authentication process, the original
fingerprint image is never directly compared or
stored in the cloud; instead, only encrypted
biometric templates are used for matching. This
approach enhances user privacy, protects sensitive
biometric information from unauthorized access,
and minimizes the possibility of template
reconstruction attacks. The successful verification
result demonstrates that the proposed framework
provides accurate, secure, and privacy-preserving
biometric authentication suitable for cloud-based
access control and identity = management
applications.

DISCUSSION

The secure crypto-biometric  authentication
framework demonstrates an effective approach for
protecting fingerprint information while enabling
reliable identity verification in cloud computing
environments. The system integrates Hidden
Markov Model (HMM) for feature extraction,
Principal Component Analysis (PCA) for
dimensionality reduction, BCH encoding for
biometric template protection, and Gaussian
Mixture Model (GMM) for user authentication. By
converting fingerprint features into encrypted
templates before cloud storage, the framework
minimizes the possibility of unauthorized access and
prevents exposure of  sensitive  biometric
information. The reduction of feature dimensions
improves  computational  efficiency  without
affecting the distinctive characteristics required for
accurate  verification. During authentication,
encrypted templates are compared instead of
original fingerprint images, ensuring privacy
throughout the  verification process. The
experimental implementation confirms that the
proposed  architecture  provides  dependable
authentication  while  maintaining  template
confidentiality. The combination of statistical
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feature extraction and cryptographic protection
offers a practical and scalable solution for secure
cloud-based biometric systems, making the
framework suitable for applications that require
strong identity protection, privacy preservation, and
secure access control.

VI.CONCLUSION

The secure crypto-biometric authentication system
provides an efficient and privacy-preserving
solution for fingerprint-based identity verification in
cloud computing environments. The framework
integrates Hidden Markov Model (HMM) for
extracting distinctive fingerprint features, Principal
Component Analysis (PCA) for reducing feature
dimensionality, BCH encoding for securing
biometric templates, and Gaussian Mixture Model
(GMM) for user enrollment and authentication.
Rather than storing original fingerprint images, the
system generates encrypted biometric templates,
significantly reducing the risk of data exposure and
unauthorized access. The developed application
successfully combines fingerprint enrollment,
feature extraction, template encryption, secure cloud
storage, model training, and user verification into a
unified authentication framework. Experimental
implementation demonstrates that encrypted
template matching enables reliable authentication
while preserving the confidentiality of biometric
information throughout the authentication process.
The  proposed approach also  improves
computational efficiency by eliminating redundant
features without affecting recognition performance.
Overall, the framework offers a practical and
scalable solution for secure cloud-based biometric
authentication. Future work can focus on evaluating
the system with larger and more diverse biometric
datasets,  supporting  multimodal  biometric
authentication, integrating advanced deep learning
techniques for improved feature extraction, and
incorporating blockchain-based secure template
management and  lightweight cryptographic
algorithms to further enhance security, scalability,
and real-time performance in next-generation cloud
computing applications.
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